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SNOW 3G is the core of the UEA2 & UIA2 algorithms of the 3GGP. 

2. Analyze the DDTs of some compositions of 

Sboxes

3. Count the number of active Sboxes

Over two rounds of SNOW 2.0 we have at least 5 active 

Sboxes starting from 2 rounds after the difference enters 

the FSM, unless the difference is canceled locally. For

SNOW 3G we have at least 10 active Sboxes.
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Sbox Possible values

Δ𝑆1(𝑎) 127

Δ𝑆1 𝑎 ⊕ Δ𝑆1
′(𝑎) ~31

Δ𝑆2𝑆1 𝑎 126

Δ𝑆1 𝑎 ⊕ Δ𝑆2𝑆1(𝑎) ~24

1. Differential attacks revisited 

Future work

• Extend the analysis of Sbox compositions

• Attack UAE2 by using the SNOW keystream differences

Figure 2: Diagram of UAE2:

𝐷𝐷𝑇[𝑋’, 𝑌’] = # {𝑋 | 𝑆(𝑋 + 𝑋’) – 𝑆(𝑋) = 𝑌’}

Table 2: Shows the possible number of output values

for the last byte of some Sbox combinations, 

a=0x800000. 

Figure 3:How the Sboxes are activated for 3 consecutive 

rounds, when 𝐼𝑉’ = 𝐼𝑉 ⊕ 0𝑥800000
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